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Introduction

This document is intended to serve as a guide for ValiCert partners who are integrating validation
capability using either the ValiCert Validator Toolkit or some ValiCert Validator Suite
component(s). The requisite ValiCert Partner and ‘ValiCert-Ready’ logo files referenced in this
document are available in gif, bmp, ai, and eps formats in a separate directory within this
package. Please use these files as delineated below.

ValiCert Logo Usage

ValiCert Partner Logo

* This logo is appropriate for use by all ValiCert product and corporate partners

e Should be viewable in at least the size shown below (108 x 73 pixels)

e Should be included on ValiCert partners’ corporate web pages and collateral (where
applicable)

«  Should be linked to http://www.valicert.com|(when it appears on corporate web pages)

‘ValiCert-Ready’ Logo
e This logo should be posted in all appropriate locations within the application itself, including

the following:
» Installation splash screen (where applicable); minimum 72 x 42 pixels, as illustrated
below

»  Start splash screen (where applicable); minimum 72 x 42 pixels

» Validation configuration page (where applicable); minimum 72 x 42 pixels

e “Help About,” “About Plug-Ins,” or equivalent attribution page (minimum 72 x 42 pixels)
« Should be linked to http://www.valicert.com|
«  The listed url should be http://www.valicert.net/trendmicro|

%

Sample Attribution

Epvalicert | 4— DEp:TAwww.valicert.com]

Contains certificate validation software developed by ValiCert, Inc. Copyright © 1998-1999
ValiCert, Inc. All rights reserved. ValiCert Validator Toolkit and ValiCert Global VA Service are


http://www.valicert.com/
http://www.valicert.com/
http://www.valicert.net/<PartnerName>
http://www.valicert.net/Netscape

trademarks of ValiCert, Inc. registered in the US and other countries. Find out more about
certificate validation at |http://www.valicert.net|

Sample Dialogue Boxes

Certificate Validation Configuration: Server-Based Applications

; FrontPage Editor - [Hew Page ]
|

Thiz page co ements that may need to b ed or published to preview correctly.
Certificate Validation Configuration

Certificate validation allows you to verify that the web servers your users attempt to access are signed with valid
digital certificates. This ensures that your clients can trust the secure weh servers to which they are connecting.
If a client accesses a weh server which has been signed with a revoked SSL certificate, InterScan WebManager
will automatically terminate the connection. To get certificate validation reports and information, link to
ValiCert, Inc.'s wehsite at http:/5ww.valicert.net/TrendMicro

Certificate Validation Setup
[ Enable certificate walidation for S51 comnections:
& Uze Valilert Global WA ServiceSM

" TUse a ValCert Enterprize VA™ server on your local network:

IP address of local Enterprize VA server; I Port: ISU

Location of self-signed certificate for local Enterprise VA server: |[ShDU|d point to file]



http://www.valicert.net/<PartnerName>
http://www.valicert.net/Netscape

Certificate Validation Configuration: Client-Based Applications

YalhCert E-Mail Y¥ahdator : Certificate ¥ahdation Options




Certificate Status Message: Server-Based Applications

# Server Validator Message - Netscape
File Edit “iew Go Communicator Help

9 2 3 A a % @ 3|
Back Fomvard Reload Horne Search Metscape Fririt Securty Stam B
¥ Bookmarks £  Metsite:|https://server.valicert.com/ ~| §57 what's Related

ValiCert Web Server Validator N
for Netscape Enterprise Server =

ValiCert Certificate Status Message NETSCAPE®

WARNING: The Web Server cannot display the Web page you are
requesting, as it has detected a problem with your Digital Certificate.

More details appear below.
Certificate Has Been Revoked

For more information click below:

validate.valicert.com

=1 |Document; Done = a2 2| 4

Message Options:

» Certificate Has Been Revoked (illustrated above)
» Validation Response Has Expired

» Validation Response Is Not Activated

» Certificate Issuer Is Not Trusted by the VA

* Validation Issuer Is Not Trusted

» Certificate Chain Could Not Be Constructed

e Cannot Connect to the Validation Authority




Certificate Status Message 1A: Client-Based Applications

ValiCert E-Mail Validator i

From: Amepa T alwalkar

Subject: Mone.

[ Dion't show thiz warning again far this message.

lgnare




Certificate Status Message 1B: Client-Based Applications

YaliCert E-Mail ¥alidator
M ail Infarmation
ke il Fram: Amepa T alwalkar
Sender's E-ail: ameyati@yalicert. com
Subject: Hone.

b ail delivery on; Tue, 15 Dec 1933 14:35:18

Certificate [nfarmation
Serial Na: |24BEEEBDDEIEIEIEIIJ1 7

|zzLer : |L|S, Ch, Wb Wiew, Walicert, SOA, TestlabBCA

Securnty Problem

Thiz mezzage iz signed with a 'Revoked' certificate.

Actions

lgnore Delete kail

Certificate Status Message 2: Client-Based Applications

YaliCert E-Mail ¥alidator : Unverified Meszage

f’ The Digital ID uzed to sign this message could be |
“'_, validated uzing the aliCert Y alidation Resource. |

See the documentation for mare infarmation.

[ Dan't wamn me again for this message




Certificate Status Message 3: Client-Based Applications

YaliCert E-M ail ¥alidator : Unknown |ssuer Warning

The lzzuer’ of the Digital D' uzed to zign thiz mezsage iz not tusted
b the Y aliCert ' alidation Autharity.

In effect the Digital ID has nat been validated.

Serial Ma. : |24s|:555[:unnunnm 7

| gzLIEr ILIS, Ch, bt Wiew, Yalicert, S04, TestlabBCh

¥ Don't warm me again for this message
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